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Extended Abstract

Introduction: Since the end of the Cold War, the convergence of technological innova-
tion and geopolitical transformation has fundamentally altered the foundations of classi-
cal deterrence theory. The transition from a deterrence logic based on arms accumulation
and material hard power toward network-centric architectures and algorithmic govern-
ance signals a new era of military strategy. In this regard, the Ukraine war transcended
its regional boundaries to become a critical laboratory for assessing the efficacy of inte-
grating non-human technologies and artificial intelligence on the battlefield. The central
research question asks: How has the integration of Al into Russia’s networked weaponry
architecture upgraded its technological deterrence capability during the Ukraine war?
This study aims to explain Russia’s transition from traditional, mass-based deterrence
to data-driven deterrence, while identifying both the strategic strengths and systemic
vulnerabilities of this emerging architecture.

Methods: This research employs a qualitative approach grounded in the Layered Anal-
ysis of Technological Deterrence framework. Data were collected through library and
documentary methods at two operational levels: first, by coding official defense doc-
trines, think-tank reports, and field evidence from the Ukraine conflict; second, through
comparative analysis of Russia’s network-centric configurations, including missile
defense architecture and sensor-to-shooter networks. John Boyd’s (OODA) loop mod-
el was applied to assess operational processes. Thematic analysis, combined with da-
ta-command relationship mapping, enabled evaluation of causal links and the sustaina-
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bility of technological advantages in high-intensity combat environments.
Results and discussions: By intertwining weapons systems engineering with Al, Rus-
sia has operationalized a new paradigm of military intelligence that, rather than mim-
icking human cognition, leverages raw computational power for predictive modeling
and preemptive action. Technical examinations reveal that this networked architecture
integrates smart defensive and offensive systems—such as the S-500 air defense system,
9M729 cruise missiles, and the Avangard hypersonic glide vehicle—with advanced sur-
veillance and processing networks, including Orlan UAVs and the SORM data collec-
tion infrastructure. Within this matrix, multi-source sensor data (from satellites to land-
based radars) is aggregated and piped directly into the fire chain via real-time processing
loops within C4ISR systems. This integrated ecosystem transfers tactical initiative to
the network, compressing the classical decision-to-action cycle from hours to minutes.
The study reveals a direct correlation between the capacity to indigenize Al in military
infrastructure and enhanced multi-domain reaction capabilities, effectively allowing de-
fensive systems to optimize offensive operations. this extreme complexity and network
dependency introduce significant systemic vulnerabilities, particularly regarding data
corruption, cyber leaks, and electronic warfare countermeasures.

Conclusion: Russia has shifted the tactical and operational balance of power in its favor
by transitioning from purely nuclear deterrence toward algorithmic battlefield superiori-
ty. The Active Multi-Domain Deterrence model shows that 2 1st-century security depends
far more on proficiency in integrated network design and hostile-environment data man-
agement than on hardware accumulation. Nevertheless, the Ukraine war demonstrates
that over-reliance on technology without rigorous information hardening and realistic
assessment of supply chain limitations can induce strategic vulnerability. The theoretical
implication for International Relations literature is the urgent necessity of revising clas-
sical deterrence theories to accommodate human—machine—data hybrid models, while
offering defense policymakers a template for asymmetric deterrence through the cogni-
tive upgrading of conventional weapons.

Keywords: Technological Deterrence, Russia-Ukraine War, Artificial Intelligence, Net-
work-Centric Architecture, Multi-Domain Warfare.
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